Attribute Key Based Data Security System
As more sensitive data is shared and stored by third-party sites on the Internet, there will be a need to encrypt data stored at these sites. One drawback of encrypting data, is that it can be selectively shared only at a coarse-grained level (i.e., giving another party your private key). We develop a new cryptosystem for ¯ne-grained sharing of encrypted data that we call Key-Policy Attribute-Based Encryption (KP-ABE). In our cryptosystem, ciphertexts are labeled with sets of attributes and private keys are associated with access structures that control which ciphertexts a user is able to decrypt. We demonstrate the applicability of our construction to sharing of audit-log information and broadcast encryption. 
EXISTING SYSTEM
Most existing public key encryption methods allow a party to encrypt data to a particular user, but are unable to efficiently handle more expressive types of encrypted access control.
 PROPOSED SYSTEM
     We develop a much richer type of attribute-based encryption crypto system and demonstrate its applications. In our system each cipher text is labeled by the encryptor with a set of descriptive attributes. Each private key is associated with an access structure that specifies which type of cipher texts the key can decrypt. We call such a scheme a Key-Policy Attribute-Based Encryption, since the access structure is specified in the private key, while the cipher texts are simply labeled with a set of descriptive attributes.

MODULE DESCRIPTION:

1. Attribute-based Encryption
1. Cryptography
1. Encryption And Decryption
Attribute Based Encryption


Global Setup(1_) → params. This algorithm takes as input a security parameter _ and outputs the system parameters params. 
Authority Setup(1_) → (SKi, PKi,Ai). Each authority Ai generates his secret-public key pair KG(1)_ → (SKi, PKi) and an access structure Ai, for i = 1, 2, ・ ・ ・ ,N.
KeyGen(SKi,GID,Ai GID) → SKiU . Each authority Ai takes as input his secret key SKi, a global identifier GID and a set of attributes Ai GID, and outputs the secret keys SKiU , where Ai GID = AGID _ A˜i, AGID and A˜i denote the attributes corresponding to the GID and monitored by Ai, respectively
Encryption(params,M,AC) → CT. This algorithm takes as input the system parameters params, a message M and a set of attributes AC, and outputs the ciphertext CT, where AC = {A1 C,A2 C, ・ ・ ・ ,ANC } and Ai C = AC_A˜i.
Decryption(GID, {SKiU}i∈IC, CT). This algorithm takes as input the global identifier GID, the secret keys {SKiU}i∈IC and the ciphertext CT, and outputs the message M, where IC is the index set of the authorities Ai such that Ai C _= {φ}.
Cryptography
The art of protecting information by transforming it (encrypting it) into an unreadable format, called cipher text. Only those who possess a secret key can decipher (or decrypt) the message into plain text. Encrypted messages can sometimes be broken by cryptanalysis, also called code breaking, although modern cryptography techniques are virtually unbreakable.
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Encryption and Decryption
Encryption
In an encryption scheme, the message or information (referred to as plaintext) is encrypted using an encryption algorithm, turning it into an unreadable cipher text (ibid.). This is usually done with the use of an encryption key, which specifies how the message is to be encoded. Any adversary that can see the cipher text, should not be able to determine anything about the original message.
Decryption:
     An authorized party, however, is able to decode the ciphertext using a decryption algorithm, that usually requires a secret decryption key, that adversaries do not have access to. For technical reasons, an encryption scheme usually needs a key-generation algorithm, to randomly produce keys.

System Configuration:-

H/W System Configuration:-

        Processor               -    Pentium –III

Speed                                -    1.1 GHz
RAM                                 -    256 MB (min)
Hard Disk                          -   20 GB
Floppy Drive                     -    1.44 MB
Key Board                         -    Standard Windows Keyboard
Mouse                                -    Two or Three Button Mouse
Monitor                              -    SVGA


 S/W System Configuration:-

Operating System            : Windows95/98/2000/XP 
Application Server          :   Tomcat5.0/6.X                               		
Front End                          :   HTML, Java, Jsp
 Scripts                                :   JavaScript.
Server side Script             :   Java Server Pages.
Database                            :   My sql
[bookmark: _GoBack]Database Connectivity     :   JDBC. 





CONCLUSION
		
We proposed a privacy-preserving decentralized ABE scheme to protect the user’s privacy. In our scheme, all the user’s secret keys are tied to his identifier to resist the collusion attacks while the multiple authorities cannot know anything about the user’s identifier. Notably, each authority can join or leave the system freely without the need of reinitializing the system and there is no central authority. Furthermore, any access structure can be expressed in our scheme using the access tree technique. Finally, our scheme relies on the standard complexity assumption (e.g., DBDH), rather than the non-standard complexity assumptions (e.g., DDHI).
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